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Preface 
 

This document describes the integration between Oracle Field Service Cloud (OFSC) and Oracle 

IoT Cloud Service (IoTCS) using the Oracle Integration Cloud (OIC).  It covers the requirements, 
setup and usage of the integration. 

This integration is designed to demonstrate how an integration scenario could be built using the 
public integration and extension capabilities of Oracle Field Service Cloud (OFSC) and Oracle 

IoT Cloud Service (IoTCS) using Oracle Integration Cloud (OIC).  

This integration is provided to help customers and partners confidently leverage our platform and 

proven design patterns to meet their own unique needs.  

In the pages that follow, we document the detailed setup steps required to deploy the integration.  

This guide accompanies the files that contain the necessary components to setup and 

demonstrate the MVP (Minimum Viable Product) integration presented here.    

It is a starting point that shows how Oracle IoT Cloud Service and Oracle Field Service Cloud can 
connect to create a value-added business process and user experience. An implementer must 

enter the documented configurations and install the documented patches to create the MVP 

integration.  

However, it is not meant to be a turnkey solution. Each customer’s implementation is unique, and 
customers have different needs that have led them to implement customizations that support their 

unique business requirements. While the steps in this document describe how to connect a non-
customized Oracle IoT Cloud Service instance to a non-customized Oracle Field Service Cloud 

instance, they could combine with other customizations that have already been applied to a 

customer’s instances.  

Disclaimer: The sample code and content of this document is not certif ied or supported by Oracle; it is intended for 

educational or testing purposes only. 
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Oracle Applications Guides 
To find guides for Oracle Applications, go to the Oracle Help Center at http://docs.oracle.com/. 

 

Documentation Accessibility 
For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program 

website at  

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc. 
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1 Integration Requirements  
 

In order to configure the OFSC / IoTCS integration using OIC, the following are required: 

 

Software 
1. Oracle Field Service Cloud instance, version 18A or greater. 

2. Oracle Integration Cloud instance, version 18.3.2 or greater. 

3. Oracle Internet of Things Cloud Service. 

 

Integration Files 
Download the following file: 

OFSC-OIOT_CS.par 
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2 Integration Setup 
 

This section will discuss how to configure the integration. 

Configuring IoT-CS 
 

Device Model Creation in IoT Platform 

Steps 

 

1. Define the device model.  Configure the device model in the IoT platform (URL: <your_host>/ui/). 

2. Go to Devices → Model and create a new Model called Cell tower with the following details: 

Name:  Cell tower 

 
Description:  Cell tower model 

 
URN:  urn.com.oracle:iot.cellTower 

 
3. The custom attributes for the cell tower model are: 

 
SignalLevel:  The level of the GSM signal produced by the cell tower. 

 
Type:  Number 
 

Range:  120.0, -30.0 
 
     Access:  No 
 
Voltage:  The voltage in the power network to which the tower is connected. 

 
Type:  Number 
 

     Range:   0.0, 160.0 
 
     Access:  No 
 

4. Create an alert under the Alerts and Custom Data Messages menu item with the following 
attributes: 
 

Name: serviceNeeded 

 
Description: Routine service is needed 
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Type: Alert 

 
URN: urn:com:oracle:iot:cellTower:serviceNeeded 
 
Fields 

Name: service_needed 
Type: Boolean 

. 
 

5. Go to Applications ->Oracle IoT Asset Monitoring Cloud Service -> Device Models.  Select the 
following device models by clicking the Hand Button: 
  

a. Cell Tower:  To use it with assets 

 
b. Device Model for System Alerts:  To integrate between IoT and OFSC using the Alert object 

 
 

6. Go to Applications -> Oracle IoT Asset Monitoring Cloud Service -> Device Selection, and select 
Include All. 
 

 

IoT Data Simulator 

 

Steps 

 

1. In the IOT data simulator, there should be a simulation model called Cell tower. It is based on the 

device model called Cell tower, created in section Device Model Creation in IoT Platform. It uses 
the following attributes: 
 

SignalLevel:  The level of the GSM signal produced by the cell tower. The initial value is -

70 dB. The function to automatically change signalLevel is: randomInRange (-80.0,-60.0) 
 
Voltage:  The voltage in the power network to which the tower is connected. The initial 

value is 110 V. The function to automatically change Voltage is: sinInRange (108.0,112.0) 

 

2. The configuration of the alert urn:com:oracle:iot:cellTower:serviceNeeded supported by a 
simulation model should be the following: 

 
Name:  SEND serviceNeeded 

 
Time:  0ms 

 
Field service_needed = true 
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3. Add one event to the configuration of the simulation model. When the event triggers, it changes 

the behavior of the attributes of the virtual device. 
 

Event name:  Event:powerOutage 

 
Description:   Power Outage 

 
Voltage = 0.0 

 
SignalLevel = -120.00 

 
4. Create three instances of the virtual device based on the simulation model. See the below 

sample: 

 

 
 
 

5. After creating the devices, switch them on. 
 

 
6. Go to the IoT platform.  Go to the Devices page -> Management and set Name, Description and 

GPS coordinates for the three created devices. 
 

 
 

Asset Configuration 
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Steps 

 

1. Go to IoT Asset Monitoring CS service (URL: <your_host>/am/). Configure Asset type and create 
several assets. 
 

2. Go to the Assets screen and select the Asset types tab by selecting: 

 

 
 

 

 

3. Create a new asset type with the name: Cell_tower_type 

 

4. Define the following attributes: 

 
The list contains attributes in the following format <name> : <type>. The attributes do not need to 
be set as required. Set the default value or specify the allowed values. 

 
City (text) 

 
State (text) 

 
Street (text) 

 
Zip (text) 

 
Service_delta (number) 

 

Address related fields populate into the OFSC Activity when the maintenance is required, or the 

outage has occurred. Service_delta is used to calculate the Service Level Agreement (SLA) for the 
OFSC Activity. SLA will be set to <timeOfBooking of the activity created > + service_delta. 
Service_delta is defined in days. 
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5. Specify that there should be one device attached to the asset of this type. The name of the 
device is cell_tower. The device model is Cell Tower (As defined in section Device Model 
Creation in IoT Platform) 

 
6. Create three assets based on cell_tower_type, one for each virtual device previously created. 

 
Specify a Name and Description. The Name cannot contain spaces. Best practice for 

naming is to use a serial number, e.g. CT389283009823.  
 
Select one device from the pop-up window. This device will be linked with the asset.  
 

Specify the street, city, state and zip. The address should be located in the same 
GPS coordinates as the device linked to the asset. 

 

The coordinates of each asset are taken from the coordinates of the corresponding device and not 

from the asset address. 
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7. Go to the Map screen.  Confirm that you can see the assets on the map. 

 

 

Rules Configuration 

 

Steps 

 

1. Go to the IoT Asset Monitoring CS service.  Then go to the Assets screen. 
 

2. Create two rules.  Rules are set conditions on asset sensor or KPI values. When a rule condition 
is met, the associated alert, warning, or incident is triggered.  Alerts are used because only alerts 
can be sent to the integrated system. 

 

The first rule will trigger a low severity alert when an asset notifies the system that it needs 
service. Configure the rule as follows:  
  

Name:  Service needed 

 
Apply to:  Asset type is cell_tower_type 

 
Condition:  Alert = service Needed - urn:com:oracle:iot:cellTower:serviceNeeded 

 
Fulfill when:  All conditions apply 
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Generate:  Alert 

 
Alert Details: 

 
Summary:  Service is needed for the tower 

 
Suppression (minutes):  1 

 
Severity:  Low 

 
Inclusions: 
 

Source attributes:  unchecked 

 
Context information:  unchecked 
 
Message payload:  unchecked 

 

When the device that is linked with the asset generates Alert messages with 
urn:com:oracle:iot:cellTower:serviceNeeded, then a system alert will be sent to the integrated 
system.   

 

The second rule will trigger a critical severity alert when an outage is identified.  In this example, 
the outage is identified when the Voltage reported by the cell tower is less than 90 volts.  This rule 

could be more complex, if required.  Configure the rule as follows: 

 

Name:  Outage 

 
Apply to:  Asset type is cell_tower_type 

 
Condition:  sensor/cell_tower/Voltage Less Than 90 

 
Fulfill when:  All conditions apply 

 
Generate: Alert 

 
Alert Details: 

 
Summary:  Power outage on cell tower 

 
Suppression (minutes):  1 

 
Severity:  Critical 

 
Inclusions: 
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Source attributes:  unchecked 
 
Context information:  unchecked 
 

Message payload:  unchecked 

 

 

Application Settings in IoT Platform 

 

Steps 

 
 

1. Go into IoT platform  

 
2. Open Settings.  Set Trusted CN to the domain of your OIC.  This is required to connect from IoT 

to OIC.  
 

Integration configuration in IoT platform 

 

Steps 

 

1. Go into IoT platform. 
 

2.  Create a new Integration Cloud Service integration. 
 

Overview tab 

 
Name:  OFSC 
 

Connection tab 

 
URL:  <OIC host>/integration/flowapi/rest  
 

Authentication:  BASIC 
 
Username:  Your user name from OIC  
 

Password:  Your password from OIC  
 

Streams tab 
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Message Format:  RESystemAlert 

 
Integration resource URL:  /IOT_TO_OFSC_ORCHESTR/v01/createActivity 

 

Enable widgets in IoT to show asset details in OFSC 
 

Steps 

 

1. Go into IoT platform.  Then go to Settings. 

 
2. Find the input  Allowed Hosts for Syndicated Widgets and enter the name of your OFSC host 

using the format: https://some_host.com (Use the manage URL of your OFSC instance) 
 

 
3. Enter the same OFSC host into the field Allowed Hosts for Cross-Origin Resource Sharing.  

 

 

 

Configuring Oracle Integration Cloud (OIC) 
 

The integration between OIC and OFSC flows as follows: 
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Details of OIC integration 

 

The OIC configuration uses the following components: 

 

REST connection name: IoT connection for OFSC 

 
OFSC connection name:  OFSC connection for IoT 

 
Name of the integration:  IoT to OFSC Orchestration 

 
URL of the REST adapter connection point:  <OIC host>/assetMonitoring/clientapi/v2 
 

 
Note:  Load the certificate from asset monitoring service to OIC, if you are getting a certificate 

error. 
 

The integration consists of three steps: 

IoT invokes OIC and sends the alert message with the array of alerts 
 
For each alert, the information about the asset is retrieved from IoT 
 

Using alert and asset information OIC creates or updates activity in OFSC 
 

Import the integration package for OIC from the OFSC-OIOT_CS.par file downloaded in the 
Integration Files section. 
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Mapped fields in the integration 

bulkUpdate.updateParameters.identifyActivityBy = apptNumberPlusCustomerNumber 

bulkUpdate.updateParameters.ifInFinalStatusThen = createNew 

bulkUpdate.updateParameters.ifExistsThenDoNotUpdateFields = resourceId 

bulkUpdate.activities.resourceId = routing Note:  Configure this value according to the unassigned 

bucket label in OFSC 

bulkUpdate.activities.apptNumber = ruleId 

bulkUpdate.activities.activityType = asset 

bulkUpdate.activities.customerNumber = affectedObjectId 

bulkUpdate.activities.streetAddress = street 

bulkUpdate.activities.city = city 

bulkUpdate.activities.postalCode = zip 

bulkUpdate.activities.stateProvince = state 

bulkUpdate.activities.slaWindowEnd = newly created activity’s timeOfBooking + amount of days 
stored in asset's service_delta 

bulkUpdate.activities.severity = severity 

bulkUpdate.activities.summary = description 

bulkUpdate.activities.asset_name = name 

bulkUpdate.activities.asset_description = description 

 

 

Configuring Oracle Field Service Cloud 

Create New Activity Type 

Steps 

 

1. Go to Configuration -> Activity Types and select Add Group to create a new group with the 
following parameters: 
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Name: Asset 

Label: asset_gr 

2. Create a new activity type within the group with the following parameters: 

Name:  Asset Maintenance 

Label:  asset 

Default duration:  48 (Could be any value) 

Color Scheme:  Copy from other activity 

Active:  Checked 

Features:   

Teamwork: unchecked 

Multi-day activity: unchecked 

Allow move between resources: checked 

Allow creation in buckets: checked 

Allow reschedule: checked 

Support of not-ordered activities: checked 

Allow non-scheduled: checked 

Allow mass activities: unchecked 

Allow repeating activities: unchecked 

   

Create Properties for the Activity Type 

Steps 

 

1. Go to Configuration → Properties, and add the following properties: 

Properties with asset information: 

Asset Name 
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Property type:  String 

Property name:  Asset Name 

Property label:  asset_name 

Lines count:  1 

GUI:  Text 

Asset Description 

Property type:  String 

Property name:  Asset Description 

Property label:  asset_description 

Lines count:  1 

GUI:  Text 

a. Properties with alert information: 

Summary 

Property type:  String 

Property name:  Summary 

Property label:  summary 

Lines count:  1 

GUI: Text 

Severity 

Property type: Enumeration 

Property name: Severity 

Property label: severity 

GUI: Combobox 
   Enumeration values:- 

Critical      , CRITICAL  
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Low           , LOW 

Normal      , NORMAL  

Significant , SIGNIFICANT 

 
 

Mobility Configuration for Activity  

Steps 

 

1. Go to Configuration -> Action Management, and create an action link. 
 

Plugin URL:      

https://<your_iot_host>/commonui/indexWidget.html?app=AM&root=ass
etDetail&assetDetail={asset_name} 
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2. Configure the Screen Configuration of User Types: 
 

Add the above created action link Asset Details to the context Edit/View Activity in 
the Mobility section. 

 
Drag and drop Actions named Asset details to the palette and give the visibility 
condition as Activity type[aworktype] equal to Asset Maintenance. 
 

Drag and drop the field Asset Name to the palette. This is a mandatory field for the 
plugin to function. 
 
Other fields, like Asset ID, Asset Description, Summary, and Severity can also be 

added to this context with the visibility flag as Activity type[aworktype] equal to Asset 
Maintenance. 
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Define Urgent Activity Conditions 

Steps 

 

1. Activity priority handling steps: 
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Go to Configuration ->| Business Rules for Urgent activities, and define the activity priority 

field: 
 

Property to define priority: Severity[severity] 
 

Urgent activities have the following values for the property: Critical 
 
Normal activities have the following values for the property: Low,Normal,Significant 

 

 
Create a routing plan with a Run Schedule Immediately, for Urgent activities (Select the 
Planning node): 
 

Activate the created Routing plan. 
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3 Integration Demo Usage 
 

Demo Scenario 
 

Overview 

This demo demonstrates the automation of the process of dispatching a technician to a site, where an 
IoT enabled device needs attention. If a technician is required, alerts are triggered and captured. An 
OFSC activity is automatically created, with the appropriate details.  This allows the scheduling of an 
appointment with little or no user interaction. 

Use Cases 

The Following use cases are included as a part of this integration: 

Preventive maintenance 

 The Asset triggers an alert that it requires servicing (for example, regular annual maintenance). 
The asset also stores information about the SLA for the service. 

 The alert is sent to OFSC via OIC. An activity is created with information about the asset from 
IoTCS. 

 The Activity is assigned to a predefined bucket in OFSC. It is routed to a suitable Technician 
when required. 

Outage 

 A critical event occurs. E.g. a power outage. 
 The critical alert is sent to OFSC via OIC. 
 A new activity is created with details from IoTCS regarding the asset, and is immediately routed 

to the most appropriate technician. The technician receives notification that there is a critical 
activity. 

 

Display of Device status/information from IoTCS in OFSC 

 Whenever an activity, based on alert received from IoTCS, is assigned to a technician, the 
technician will have the option to view the device information, and key indicators in real time from 

Mobility. 
 A separate screen displays the device details from IoTCS. 
 This information will also be available in the dispatcher’s view of the activity details. 
 This part of the integration will be point-to-point and will not involve OIC.  
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Demo Scenario Examples 

Connections created to both OFSC and IoTCS in the OIC Adapter. 

 

Orchestration integration will create an OFSC activity based on a Trigger from IoTCS.  

 

 

Monitored devices can be viewed in the IoTCS device simulator interface. 
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Device details of the monitored asset. 
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When maintenance is required, the device sends an alert. 

 

 

The alert triggered by IoTCS, triggers an incident in OIC 
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The incident in OIC creates an activity in OFSC for the maintenance of the asset. 

The required fields are mapped from IoTCS to OFSC, and the created activity will have the following 
fields populated from IoTCS: 

 Asset Name 
 Asset Description:  Populated based on the description of the Asset received from IoTCS 
 Summary:  Populated based on the description of the Alert from IoTCS 
 Severity:  Set as Low for a maintenance activity.  Set as Critical for an Outage. 

 Address 
 City 
 Zip/Postal Code 
 State 

 SLA End:  Calculated based on the current date and the value of the service delta parameter 
received from IoTCS. 

 Activity Type:  Set as Asset Maintenance for this integration. Can be modified per customer 
preference. 

 Resource ID:  Points to the bucket where the activity will be created.  Set to the Bucket Routing 
for this integration.  Can be modified per customer preference. 

 Appt Number:  Used by the integration to hold the external Id of the activity. 
 Customer Number 

 

Since the Severity is Low, the activity is assigned to a predefined bucket, where it can be routed as 
required. 
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Activity details contains information sent from the IoT enabled asset. 

 

 

Clicking on Asset Details opens up the information from IoTCS in the OFSC application.  This part of 
the integration does not involve OIC, and is point-to-point between IoTCS and OFSC. 
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A critical incident, like a power outage, will trigger a critical event from the asset 
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An OIC incident triggers based on the event from IoTCS 
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An urgent activity is created in OFSC. The severity of this activity is set as Critical. 

A rule in OFSC will immediately route any activities with a Critical severity to a suitable technician.  
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The technician sees the activity in his/her route with a high priority. 
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The technician selects Asset Details to view the asset information. This is a point to point integration 
between IoTCS and OFSC. 

 


